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SYSTEM AND METHODS FOR THE AUTOMATIC DISCOVERY. 
NOTIFICATION AND INSTALLATION OF FIRMWARE UPGRADES 



TECHNICAL FIELD 

5 The present invention relates to upgrading device firmware, and more 

particularly, to automatically discovering when firmware upgrades are available, 
notifying a user of such firmware upgrades and installing such firmware upgrades. 

BACKGROUND 

h[0 Computing devices such as personal computers (desktop PCs, laptop PCs, 

% y pocket PCs, etc.), printers, scanners, fax machines, PDAs (personal digital 
l~ assistants), modems, cell phones and the like, typically include some type of 
firmware programming that is loaded into read-only memory (ROM) on a one-time 
J*! or infrequent basis so that it thereafter seemingly becomes part of the device 
g5 hardware. ROM is very secure, non-volatile memory (i.e., it does not lose its content 
f ij when the power is turned off) that prevents the inadvertent disruption by a user of 
information stored in the ROM. Firmware usually includes essential system 
programs that are installed in programmable ROM (PROM) with a special user 
interface such as a PROM burner. Erasable PROM (EPROM) allows data stored in 
20 ROM to be erased (using an ultra-violet light) and rewritten. Electrically erasable 
PROM (EEPROM), which generally includes flash memory, permits the ROM to be 
rewritten using a special software program. EEPROM, such as flash memory, 
provides a convenient way of allowing users to upgrade device firmware. Examples 
of the sorts of control code stored as firmware in ROM include the basic input/output 
25 system (BIOS) in a personal computer and the printer control module in a printing 
device. 
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There are generally two types of firmware upgrades. The first type of 
firmware upgrade is designed to fix a device defect. For example, a manufacturer 
may discover that its new printer has difficulty interacting with a particular type of 
file that users attempt to print from their computers. The printer manufacturer can 
5 create a "firmware patch" to be installed as an upgrade to the existing firmware on 
the new printers that solves the problem and allows printing of the particular file. A 
second type of firmware upgrade results from a designed improvement to the device. 
For example, a manufacturer may develop firmware that provides two-sided printing 
(duplexing) capability in a printer that was originally released without such a 

rlO capability. The manufacturer can provide the firmware upgrade to users as an option 

Z to increase the functionality of their printers. 

5; Installation of firmware upgrades can occur in a number of ways. For 

j~ example, a user can install a firmware upgrade from a portable data medium such as 
a compact disk (CD) or a floppy disk. A system administrator for a large company 
i\5 may also use a portable data medium to transfer a firmware upgrade onto a local 
2 server. The administrator can then notify employees of the available upgrade so they 
can access the upgrade via a local network and install it on their devices. A device 
manufacturer or third party software vendor can also make a firmware upgrade 
available to be downloaded from a particular URL (uniform resource locator) address 
20 on the Internet. 

Although these methods of accessing and installing firmware upgrades are 
generally successful, they suffer several disadvantages. A first disadvantage involves 
the difficulty in notifying device users that a firmware upgrade is available for their 
device. Regardless of how the upgrade is made available (i.e., by a portable data 
25 medium, a network, or both), a user who is unaware of an available upgrade cannot 
take advantage of it. One method currently used to notify users about a firmware 
upgrade requires registration of the product with the manufacturer or third party 
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software vendor. Product registration allows the firmware developer to send an 
email or written notification to a registered user that contains information about the 
upgrade and how the user can obtain the upgrade. The problem with this method is 
that the user must first be aware of the registration/notification process. Thus, the 
5 method of notification itself creates a problem of how to ensure that users are 
informed about the availability of the registration/notification process. In addition, 
many users who are aware of the registration/notification process either forget to or 
are reluctant to provide registration information that will ensure their inclusion in the 
process. 

10 Another disadvantage of prior methods of accessing and installing firmware 

upgrades is that they require the user to determine whether or not the currently 
installed firmware version is the same as or older than the available upgrade. Thus, 
the user must first search the device for identifying information indicating which 
firmware version is currently installed, and then compare that to identifying 

1 5 information from the available firmware upgrade. Although this task seems straight 
forward, many users simply opt to continue using their current firmware version 
rather than taking the time to determine whether the upgrade would be of benefit to 
them. 

Yet another disadvantage of prior methods of accessing and installing 
20 firmware upgrades is that they require a user to locate, access and install the upgrade 
onto the associated device. Once it is determined that a firmware upgrade is 
available for a device, the user must know where to access the upgrade. As discussed 
above, upgrades are typically made available on a portable data medium or via a 
network connection. In any event, the user must determine where to find the 
25 upgraded firmware and then obtain a copy and install it onto the device. The 
difficulties associated with discovering when a firmware upgrade is available, 
determining whether the upgrade is more recent than a currently installed firmware 
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version, and locating, accessing and installing the upgrade often discourage users 
from taking advantage of available firmware upgrades. 

Accordingly, the need exists for a way to determine when a firmware upgrade 
is available for a device, notify the device user about the firmware upgrade, and 
5 install the upgrade to the device in a manner that makes the upgrade readily 
accessible and requires less effort from the user. 

SUMMARY 

An applet, or small application program, installed on a computing device is 
QfO configured to automatically determine when a firmware upgrade is available for the 
-y device and to install the upgrade onto the device. An alert mechanism notifies the 
user of an available firmware upgrade and enables the user to determine when and if 
I" the upgrade should be automatically installed on the device. 

r= = The upgrade applet is configured with one or more search addresses that are 

;|5 predetermined to provide likely locations for the latest firmware upgrades. The 
addresses typically include URL (uniform resource locator) addresses to Web page 
locations accessible by the computing device via the Internet or addresses to files on 
local servers accessible by the computing device over a local network. 

In addition to searching for a firmware upgrade at various predetermined 

20 locations, the applet is configured to search the computing device for the version of 
firmware currently installed on the device. The current firmware version is 
compared to an available firmware upgrade in order to determine if the upgrade will 
provide a more recent firmware version than is already installed on the device. 

The applet is further configured with an alert mechanism that sends an email 

25 notification to one or more preset email addresses when an appropriate firmware 
upgrade is found. Typically, during the initial installation of the applet onto the 
computing device, a user provides email addresses that are used by the applet to send 
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email messages notifying the recipient when an available firmware upgrade is 
discovered. An email notification includes a selectable (i.e., clickable) option that is 
configured to automatically install the firmware upgrade onto the device or to browse 
to the location of the firmware upgrade so a user can complete an electronic 
5 commerce (e-commerce) transaction resulting in the downloading and installation of 
the firmware upgrade onto the device. Additional information provided in an email 
notification typically includes the current firmware version installed on the device, 
the location of the firmware upgrade, what costs are associated with the firmware 
upgrade and what billing data may be required to complete an e-commerce 
GO transaction. 

"3 Computing devices capable of implementing the upgrade applet include 

r== devices having a processor that executes firmware stored in a reprogrammable non- 
|* volatile memory such as EEPROM or flash memory. The computing devices are also 
JL capable of operating in a networked environment using physical or logical 
:rl5 connections to one or more computers, such as a remote server via the Internet or a 
.™ local server over a local network. Therefore, the computing device can be any of a 
wide variety of computing devices, such as a personal computer, a printer, a scanner, 
a copier, a facsimile machine, a multifunction peripheral device, a modem, a cellular 
telephone, a personal digital assistant (PDA) and the like. The devices typically have 
20 embedded Web browsers or are coupled to secondary devices such as personal 
computers that are capable of executing a browser application. 

A typical system embodiment includes a computing device coupled to a local 
server through a local network and/or to a remote server through a wider network 
such as the Internet. In a particular embodiment, the upgrade applet on the 
25 computing device initiates a search for a firmware upgrade at the request of the 
device user. In another embodiment, the applet initiates a search for a firmware 
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upgrade automatically on a periodic basis, with the frequency of the search being set 
by the user upon installation of the applet onto the computing device. 

The benefits of the system and methods described herein include automatic 
discovery, notification, and installation of firmware upgrades for computing devices. 
5 The automatic discovery and email notification of firmware upgrades provides 
device users with effortless access to information about available firmware upgrades 
along with control over when and if a firmware upgrade should be installed onto a 
computing device. 

9° 

I BRIEF DESCRIPTION OF THE DRAWINGS 

l? t The same reference numbers are used throughout the drawings to reference 

|H like components and features. 

f=! Fig- 1 illustrates computing devices in a system environment suitable for 

j|5 providing an automatic firmware upgrade to the computing devices. 

q Fig. 2 illustrates examples of various computing devices that are suitable for 

use in the system environment of Fig. 1. 

Fig. 3 is a block diagram illustrating a computing device coupled to a host 

computer in a system environment such as that shown in Fig. 1. 
20 Fig. 4 is a flow diagram illustrating an example method of upgrading 

firmware on a computing device. 

Fig. 5 is a flow diagram illustrating an additional example method of 

upgrading firmware on a computing device. 

25 
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DETAILED DESCRIPTION 

The system and methods described herein relate to upgrading firmware and 
other device specific software such as device drivers on computing devices. An 
applet or upgrade module on a computing device is configured to periodically search 
predesignated locations for firmware or driver upgrades, compare available upgrades 
with the current version on the computing device and send email notifications when 
an available upgrade is suitable for installation on the device. The email notifications 
are configured by the applet with an option that permits an email recipient to have the 
upgrade automatically installed on the computing device. 

Exemplary System for Upgrading Firmware on a Computing device 

Fig. 1 illustrates an example of a system environment 100 suitable for 
upgrading firmware on a computing device 102. Computing device 102 can be 
implemented as a variety of general purpose and special purpose devices. Examples 
of general purpose and special purpose computing devices 102 are illustrated in Fig. 
2. As shown in Fig. 2, computing devices 102 include devices such as printers, 
copiers, scanners, fax machines, personal computers (PC's), laptop computers, 
personal digital assistants (PDA's), cell phones and the like. The devices illustrated 
in Fig. 2 are provided by way of example only and not by way of limitation. Thus, as 
will become apparent through further discussion of Figs. 1-3, computing device 102 
can include any device that executes firmware and/or other device specific software 
stored in nonvolatile programmable memory, and that has access to upgrades to such 
firmware and software via a communication link such as network 104. 

Computing device 102 can also be implemented in a variety of configurations 
such as those illustrated in Fig. 1. For example, computing device 102(1) illustrates 
a single computing device such as a printer that includes an embedded browser 
106(1) to facilitate navigation of network 104. Computing device 102(2) illustrates a 
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computing device such as a printer that is coupled to a host computer 108 and that 
accesses network 104 through browser 106(2) executing on host computer 108. 

The system 100 of Fig. 1 includes server 110 that is accessible by computing 
device 102 via network 104. Network 104 can include a LAN (local area network), a 
5 WAN (wide area networks), an intranet, the Internet, or any other suitable 
communication link. Server 110 can be any computer that acts as a general purpose 
server to clients such as computing device 102. Thus, server 110 is typically 
embodied as a general purpose Web server serving content over the Internet or a 
general purpose file server on a LAN serving file content to computing device 102. 
"3.0 Content of particular interest to computing device 102 includes upgrades to firmware 
'fi and other device specific software. Therefore, server 110 is generally a server that is 
m known to contain recent firmware and/or software upgrades. Such servers are often 
fy part of Web sites owned and maintained by a device 102 manufacturer or a third 
O P artv software vendor that regularly updates the site with firmware and software 
fijl5 upgrades. Similarly, a system administrator of a company network might maintain a 
Q local server 110 such that recent firmware and software upgrades are available to 
company employees over a company LAN. 

Email recipient 112 of Fig. 1 is implemented as any computer capable of 
rendering email messages. This includes but is not limited to PC's, laptop 
20 computers, PDA's, cell phones and the like. Therefore, email recipient 112 can also 
be a host computer to a peripheral computing device 102 such as host computer 108 
of Fig. 1. Email messages of particular interest to recipient 112 include email 
notifications sent from computing device 102 regarding available firmware upgrades. 
Thus, a user operating host computer 108 may receive an email notification initiated 
25 by a peripheral computing device 102(2) that indicates a firmware upgrade is 
available for downloading and installation from a particular server 110. In general, 
email recipient 112 receives and renders email notifications from computing device 
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102 regarding firmware upgrades, and through a user interface, permits a user to 
respond to the notifications. 

Email notifications are generated by an email application program that is 
stored and executed on computing device 102 or on a host computer 108 coupled to 
5 computing device 102. In both circumstances however, the email notifications are 
initiated by special upgrade programming that is typically stored and executed on 
computing device 102. The special upgrade programming (i.e., upgrade applet 314) 
is explained in greater detail herein below. 

Email notifications include a selectable (e.g., by clicking with a mouse) option 

10 that is alternately configured depending on the source of the firmware upgrade that 
has been located on server 110. In a first configuration where no costs are associated 
with the upgrade, the option is configured to automatically download and install the 
upgrade to a computing device 102 without further user input. In a second 
configuration where costs are associated with the upgrade, the option is configured to 

15 initiate a browser on email recipient 112 and navigate to an appropriate location on 
server 110 permitting the user to make an e-commerce transaction. Email 
notifications also typically include information regarding the current version of 
firmware installed on the device, the address to the server 110 location where the 
firmware upgrade is available, what costs are associated with the firmware upgrade if 

20 any, and what billing data may be required to complete an e-commerce transaction. 

Both options permit the user to control the timing of the automatic download 
and installation. Thus, a system administrator who receives an email notification that 
an upgrade is available for a shared printer 102 can have the upgrade installed at a 
time (e.g., the middle of the night) when users will not be inconvenienced by the 

25 installation process. 
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Exemplary Embodiment of a System for Upgrading Firmwa re on a Computing 
Device 

Fig. 3 illustrates an exemplary embodiment of system 100 of Fig. 1 in greater 
detail. Computing device 102 is embodied as a peripheral computing device (e.g., a 
5 printer) coupled to host computer 108. This configuration is illustrated in Fig. 1 by 
computing device 102(2) coupled to host computer 108. In general, this 
configuration provides computing device 102 with access to server 110 and email 
recipient 112 through a communication link set up by host computer 108. However, 
as discussed above, various computing devices 102(1) can provide their own 
10 communication links to server 110 and email recipient 112 and therefore do not need 
to be coupled to a host computer. This is illustrated in Fig. 3 by the dashed arrows 
300. 

Computing device 102 of Fig. 3 is embodied as a printer device having 
controller 302 for processing host computer 108 data. The controller 302 typically 

L5 includes a data processing unit or CPU 304, a volatile memory 306 (i.e., RAM), and 
a nonvolatile memory 308. Nonvolatile memory 308 can include various computer 
storage media such as ROM, flash memory, a hard disk, a removable floppy disk, a 
removable optical disk and the like. By way of example, Fig. 3 illustrates 
nonvolatile memory 308 as including hard disk 310 and EEPROM 312. EEPROM 

20 312 can include flash memory which is a special form of EEPROM. 

Hard disk 310 generally provides nonvolatile storage of computer readable 
instructions, data structures, program modules and other data for computing device 
102. Thus, upgrade applet 314 module, device driver 316 module, and browser 
106(1) module are stored on hard disk 310 and executed on CPU(s) 302. However, 

25 these program modules are not limited to being stored on hard disk 310, and may also 
be stored in various other nonvolatile memory as described above. The program 
modules vary in their specificity to computing device 102, with device driver 316 
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being the most specific. That is, device driver 316 contains special knowledge of 
computing device 102 that other applications do not have but which they need in 
order to interact with computing device 102. In the configuration of Fig. 3 where 
computing device 102 is coupled to host computer 108, the upgrade applet 314, 
5 device driver 316 and browser 106(1) can be absent from computing device 102 and 
instead be stored and executed on host computer 108. This is illustrated by upgrade 
applet 318, device driver 320 and browser 106(2) stored in nonvolatile memory 322 
(on hard disk 324) of host computer 108. 

EEPROM 312 provides a more secure storage for program code or modules 
y§0 that are typically very specific to computing device 102. Examples of such program 
code include a basic input/output system (BIOS) where computing device 102 is 
RI embodied as a personal computer and a printer control module where computing 
III device 102 is embodied as a printing device. Because such program code is so 
Q essential to a specific computing device 102, it is typically loaded into some form of 
ftf 5 ROM which provides very secure, non- volatile storage that prevents an inadvertent 
O disruption by a user. This essential program code is called firmware because it is 
usually stored in ROM on a one-time or infrequent basis and seemingly becomes part 
of the device hardware. Thus, firmware 326 stored in EEPROM 312 of Fig. 3 
includes a device control module (e.g., a printer control module) that controls the 
20 operation of the device through device engine 328, while firmware 330 stored in 
EEPROM 332 includes the BIOS for host computer 108. 

Upgrade applet 314 of Fig. 3 is a small application program typically written 
in Java programming language or some version thereof, such as Chai. With little 
modification, the applet 314 is versatile across various types of computing devices 
25 102 such as those illustrated in Fig. 2. Applet 314 is configured to initiate a search 
for firmware and software that is specific to computing device 102. Therefore, on 
computing device 102 of Fig. 3, applet 314 initiates searches for upgrades to device 
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drivers 316 and device control modules that may be stored as firmware 326. The 
search includes initiating a browser to facilitate navigation over a network to one or 
more predesignated locations (e.g., URL's) such as might be found on server 110. If 
a suitable communication link 300 is present for computing device 102, applet 314 
5 will initiate browser 106(1) to facilitate the search. However, assuming 
communication link 300 is not present and/or browser 106(1) is not installed, applet 
314 is configurable to conduct a search through an appropriately coupled host 108 
that provides a communication link and a browser 106(2). 

In addition to searching URL's and/or local server locations for upgrades, 

13 

y*[0 applet 314 is configured to search computing device 102 to determine the current 
= p firmware and/or device driver versions installed on device 102. During an upgrade 
III search, the current versions are compared to any upgrades that are located to 
W determine if the upgrades will provide a newer firmware or device driver version 
Q than is currently installed on computing device 102. 

[45 Applet 314 is further configured to send an email notification or alert to one 

or more predesignated email addresses or recipient devices to notify a user when an 
available firmware or device driver upgrade is located. Email recipient devices 
generally include computing devices such as PC's, laptop computers, PDA's, cell 
phones and the like. As mentioned above, email notifications are configured by 

20 applet 314 to include a selectable option that allows a user to designate a time that an 
available upgrade will be installed onto computing device 102, along with 
information related to the upgrade. The selectable option is configured by applet 314 
based on whether there are costs associated with an available upgrade. For a no-cost 
upgrade, the selectable option is configured to initiate a second applet (not shown) 

25 embedded in the email that will automatically download and install the upgrade onto 
computing device 102. Where there is a cost involved with the upgrade, the 
selectable option is configured with a second applet that initiates a browser to 
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navigate to the location of the upgrade and facilitate an e-commerce transaction to 
purchase the upgrade. When the transaction is complete, the second applet 
automatically downloads and installs the upgrade onto computing device 102. 

The upgrade applet 314 is configured in part when it is installed onto 
5 computing device 102. For example, at installation a user typically configures the 
applet 314 to execute at a certain periodic rate and conduct upgrade searches 
automatically. However, the applet 314 can also be set to execute a search only at the 
request of the user. In addition, the applet 314 is configured by entering the one or 
more predesignated search locations and the one or more predesignated email 

10 addresses through a user interface provided on computing device 102. Further email 
gateway information may also be required such as POP3 (Post Office Protocol 3) or 
SMTP (Simple Mail Transfer Protocol) data. Alternatively, all of the configuration 
information and initial data can be preinstalled in the applet 314 by the device 102 
manufacturer or a third party software vendor. 

15 The above discussion generally relates to firmware/driver upgrades on 

computing device 102 where device 102 is either a stand alone device having its own 
browser 106(1) and communication link 300 or a peripheral device coupled to a host 
computer 108 that provides browser 106(2) and a communication link. However, it 
should be apparent that host computer 108 is also a computing device 102 having 

20 volatile 334 and nonvolatile 322 memories and CPU 336 that is capable of executing 
applet 318 to initiate searches for upgrades to its BIOS control code, for example, 
stored as firmware 330 on EEPROM 332. 



Exemplary Methods for Upgrading Firmware on a Computing device 

25 Example methods for upgrading firmware on a computing device 102 will 

now be described with primary reference to Figs. 4 and 5. The methods apply 
generally to computing devices 102 of Figs. 1, 2, and 3. 
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Fig. 4 is a flow diagram that shows an example of a general method for 
upgrading firmware on a computing device 102. At block 400, an upgrade applet 
314 searches computing device 102 and determines the current version of firmware 
that is installed on the device 102. The version is typically identified by some type of 
version code (e.g., version 1.3) or date code. The method continues at block 402 
with searching one or more predesignated locations for firmware upgrades. The 
predesignated locations include URL addresses accessible on the Internet and 
addresses to locations on servers that are part of other networks such as a corporate 
LAN. 

At block 404, if all the predesignated locations are searched and no upgrade is 
found, the method begins again at block 400 at the next prescheduled time period or 
upon a user request. If an upgrade is located, the method proceeds from block 404 to 
block 406 where the current firmware version is compared to the upgrade version. If 
it is determined at block 408 that the upgrade does not provide a more recent 
firmware version than already exists on computing device 102, then the method 
begins again at block 400 at the next prescheduled time period or upon a user 
request. However, if the upgrade does provide a more recent firmware version than 
exists on computing device 102, then the method proceeds from block 408 to block 
410. 

At block 410, an email notification is sent to one or more predesignated email 
addresses notifying the email recipient of the available firmware upgrade. At block 
412, a reply is received from the recipient of the email notification indicating the 
upgrade is to be downloaded and installed onto computing device 102. The reply 
includes a user-designated time that controls when the upgrade is downloaded and 
installed at block 414. Once an upgrade is installed, the method begins again at 
block 400 so that the most recent firmware versions are continually made available 
for installation on computing device 102. 
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Fig. 5 is a flow diagram illustrating another example of a general method for 
upgrading firmware on a computing device 102. At block 500, one or more locations 
that are likely to provide the most recent firmware upgrades are predesignated to be 
searched. At block 502, one or more email addresses are predesignated as addresses 
5 to which an email notification will be sent in order to alert a user to an available 
upgrade. The predesignated search locations and email addresses are typically 
programmed into an upgrade applet 314 by a user upon installation of the applet 314 
onto computing device 102. 

At block 504, an email notification is received at the one or more 
=40 predesignated email addresses. The email recipient is typically a computing device 
v ~ accessible by a user who predesignated the email addresses. At block 506, the user 

J* selects an option in the email notification to have the upgrade automatically installed 

hi 

on computing device 102. In selecting the option to have the upgrade automatically 
JU installed, the user also designates a time when the installation will occur as shown in 
J=l 5 block 508. In addition, if there is a cost associated with installing the firmware 
? =J upgrade, an e-commerce transaction will be completed requiring the entry of billing 

information by the user as shown in block 510. 

Although the description above uses language that is specific to structural 

features and/or methodological acts, it is to be understood that the invention defined 
20 in the appended claims is not limited to the specific features or acts described. 

Rather, the specific features and acts are disclosed as exemplary forms of 

implementing the invention. 
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